HIBBING COMMUNITY COLLEGE

COURSE OUTLINE

COURSE TITLE & NUMBER: MCT 2560:  Wireless Network Administration 
CREDITS: 3 (Lec 2 / Lab 1)

PREREQUISITES: None

CATALOG DESCRIPTION: 
Wireless Network Administration training course offers detailed instruction on the foundation concepts and technologies of wireless data networking. Students will be trained in Site Survey, Hardware Installation, LAN Security, Antenna Design, and Troubleshooting. Upon completion of the Wireless Network Administration course, students will be prepared to pass the CWNA Certification Exam (Exam #PW0-100) at Prometric or Vue testing centers. 

OUTLINE OF MAJOR CONTENT AREAS:

I. Radio Frequency (RF) Fundamentals
II. Spread Spectrum Technologies
III. Hardware Installation, Configuration, Management
IV. Antennas and Accessories
V. Organizations and Standards
VI. 802.11 Network Architecture
VII. Physical and MAC Layers
VIII. Wireless LAN Security
IX. Site Surveying
X. Troubleshooting Wireless LANs
COURSE OUTCOMES/OBJECTIVES/GOALS: 

The student will

1.  observe co-location and throughput analysis.
2.  describe “frequency hopping” 
3.  explain direct sequencing.

4.  demonstrate principles of antennas. 

5.  demonstrate proper mounting and safety.

6.  explain RF behavior.

7.  analyze cable and connector usage requirements.

8.  explain “power over Ethernet”.

9.  interpret FCC rules.

10.  troubleshoot wireless workgroup bridges.

11.  describe Bluetooth technology.

12.  explain Extended Service Set.

13.  troubleshoot Access Points.

14.  explain Authentication and Association.

15.  demonstrate roaming in a wireless LAN.

16.  analyze Home RF.

17.  describe differences between wireless and Ethernet frames.

18.  verify power management features.

19.  demonstrate dynamic rate selection.

20.  analyze inter-frame spacing.

21.  analyze 802.11 security.

22.  describe available security solutions.

23.  describe types of network attacks.

24.  explain corporate security policies.

25.  describe security recommendations.

26.  describe reporting methodology and procedures.

27.  analyze bandwidth requirements.

28.  explain facility analysis.

29.  describe link standards.

30.  interpret range considerations.

31.  verify contours of RF coverage.

32.  explain Installation planning.

33.  describe maximizing system throughput.

34.  troubleshoot performance of outdoor/indoor installations.

35.  troubleshoot multipath, hidden node, near/far.

36.  implement channel re-use for roaming.

37.  demonstrate network documentation.

HCC CORE COMPETENCIES MET:

Working Productively and Cooperatively

Thinking Creatively and Critically

STUDENT CONTRIBUTION:
The student is expected to prepare for classes, attend classes, attend all lectures and labs, participate in all class activities, complete everything on time, and request assistance if needed.

METHODS FOR EVALUATING STUDENT LEARNING:
The students final grade is determined by grades earned on lab exams, written assignments, periodic quizzes, attendance, and written examinations.
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