
HIBBING COMMUNITY COLLEGE 
COURSE OUTLINE

Course title & number:
CNT2200:  Network Security Design
Credits: 


3 (Lec 2/ Lab 1)

Prerequisites:
CNT2010, 2020, 2110, 2120, 2070, 2170; MCT2060
Course Objectives: 

Integrates and provides extensive application of the knowledge and skills provided in previous security courses and serves as a capstone experience for the network security program. Students are given case studies where they will design a total IT security system for a company within a particular industry. Students are presented with the opportunity and challenge of staging comprehensive attacks and designing networks that will withstand the varied attacks launched by others. The student must demonstrate the ability, in collaboration with others, to design and maintain a secure network in a hostile environment.
Outline of major content areas:
I. Forming and Managing an Network Security Team

II. Designing network topology for public and private access
III. Configuration of IOS-based security measures
IV. Implement intrusion detection

V. Network intrusion analysis and reporting

VI. Network intrusion responses
Course Goals/Objectives/Outcomes:

The student will be able to:

1. define security terminology and acronyms

2. research current OS vulnerabilities and patches
3. manage a network security team effort
4. describe basic and advanced security vulnerabilities
5. evaluate network exposure using risk analysis

6. configure advanced access control lists

7. perform advanced firewall installation, configuration, and monitoring
8. describe intrusion detection methods

9. configure an intrusion detection system
10. configure DMZ and private networks
11. document network topologies
12. implement port-forwarding
13. implement encryption
14. implement AAA secure network access
15. describe authentication using pre-shared keys
16. configure Authorization and Accounting
17. demonstrate Syslog configuration and parsing
18. perform system maintenance via remote access
19. describe Virtual Private Networks
20. implement site-to-site VPNs
21. implement remote access VPNs
22. exhibit digital certificate creation and use 
23. configure VPN client software
24. describe types of attacks

25. implement a six stage methodology for an incident response
26. retrieve evidence data using a remote network connection

27. implement “honey pots” and deceptive measures
28. investigate intrusion using forensics software

29. demonstrate the understanding of the importance of detailed reports
Hibbing Community College competencies met:

Working Productively and Cooperatively;
Thinking Creatively and Critically

Student Contributions:

The student is expected to prepare for class, attend all lectures and labs, participate in all class activities, complete everything on time, and request assistance if needed.

Methods for evaluating student learning:

The student will be evaluated based on points earned from various  tests, daily short quizzes, laboratory logs, performance check-offs, projects, and reports.
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